
 
Cybersecurity Strategy Review

Differentiators

Recognized Thought Leadership
Security Risk Advisors contributes 
to cybersecurity thought leadership 
conferences, including RSA, 
Gartner, ISC(2), FS-ISAC, NH-ISAC 
and other knowledge-building 
organizations.  In 2017 we released 
a cutting-edge freeware reporting 
and workflow tool for measuring 
CyberSOC detection rates and 
improvement.

Advisory, Engineering, and 
Operations Experience
Our strategic advice comes 
from a rounded perspective of 
working with leading companies to 
develop strategies and implement 
complex cybersecurity controls. 
We also operate modern detection 
and threat hunting controls 
for global organizations in our 
24x7 CyberSOC, which allows 
us to credibly relate to our most 
advanced clients.

Independence
We are not a reseller of security 
software, so we are independent 
and neutral to recommend best-fit 
controls, based on our experience 
implementing and operating them.

Technical and Compliance Roots
Our strategy team leads have deep 
experience understanding both 
technical and compliance-oriented 
complexities of large organizations. 
We focus on working with top 
market clients, but we also maintain 
broad perspective by working with 
innovating technology start-ups 
and mission-oriented non-profits.

Security Risk Advisors has accelerators to complete a one week assessment of 
the cybersecurity program, including capabilities design, crisis and compliance 
readiness, spend, and appropriateness of Board and executive deliverables.

Alignment to Frameworks
We engage the CISO Office, Compliance and Risk Management to understand 
the organization’s defined risk appetite, and assess the cybersecurity program’s 
high-level program’s to established and emerging frameworks including but not 
limited to the NIST Cybersecurity Framework.  We develop an understanding 
of how the organization coordinates with Business Units, Compliance, Risk 
and Legal functions to anticipate needs.  We understand how the CISO office 
measures itself to maintain alignment.

Capabilities Assessment
We issue a request list to be completed by the CISO’s Office which includes 
an inventory of controls and their status, responsible and assigned staff and 
sample deliverables for key security processes including incident response, 
anomaly detection, privilege management, education and awareness and core 
protection technologies.  We conduct interviews and discuss the cybersecurity 
program’s deliverables to assess the degree of modernization, specificity of 
controls to meet IT and business needs, quality and consistency of outputs.

Board Deliverablies
We review the CISO Office’s reports, metrics and deliverables to Senior 
Management and the Board.  We discuss effective practices to create improved 

transparency and draw attention to areas of need.

Recommendations to Roadmap
We build on these activities to summarize our recommendations for 
improvement.  This includes a review of the CISO Office’s existing Roadmap 
initiatives.  We make suggestions for prioritization based on industry trends 
and emerging good practices.  We evaluate risk and reward of large spend 
initiatives and recommend appropriate changes to staffing, controls automation 
and management processes. We provide a final assessment of the direction 
of the cybersecurity program and communicate it to the Board and/or Senior 
Management.
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